W

TATA
TATA CONSULTANCY SERVICES

CERTIFYING AUTHORITY

Exporting and Importing Certificates — A User Guide

CONTACT
TATA CONSULTANCY SERVICES
6TH FLOOR, 5-9-62, KHAN LATEEF KHAN ESTATE
FATEH MAIDAN ROAD, HYDERABAD - 500 001
TEL: +91 (40) 55671020 (D) / 5567000, EXT. - 1020
Fax: +91 (40) 55782930
WWW.TCS.COM / WWW.TCS-CA.TCS.CO.IN




aw TATA CONSULTANCY SERVICES

TATA 1T consulting / services O outsourcing O business process management Recognized by the Controller of Certifying Autharities

Table of Contents

CERTIFICATES ..ot 4
PKCSHI2 FILES oottt 7
Exporting PKCS #12 file from the DIOWSET .........ciiiiiiiiie e e e beee e e s 7
Importing the PKCS #12 file iNt0 the DrOWSET .......ccooiiiiiiiiee e 13

Confidential _2-



aw TATA CONSULTANCY SERVICES

TATA IT consulting / services O outsourcing O business process management

Recognized by the Controller of Certifying Autharities

NOTICE OF PROPRIETARY INFORMATION

ALL INFORMATION CONTAINED IN OR DISCLOSED IN THIS DOCUMENT, HEREINAFTER CALLED
‘CONFIDENTIAL INFORMATION'. BY ACCEPTING THIS MATERIAL, THE RECIPIENT AGREES THAT THIS
CONFIDENTIAL INFORMATION WILL BE HELD IN CONFIDENCE, AND WILL NOT BE REPRODUCED,

DISCLOSED OR USED EITHER IN WHOLE OR IN PART, WITHOUT PRIOR PERMISSION FROM TATA
CONSULTANCY SERVICES.
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CERTIFICATES

The certificates issued by TCS-CA is in X509 v3 format. In Microsoft windows machines, it will be
recognized by the extension “.cer”.

To view the certificates, double click the .cer file

aeneral |Detai|s I Certification Path I

i
Certificate Information

This certificate is intended to:
sProtects e-mail messages

Issued bo:  Dr.M.Yidvasagar

Issued by: Tata Consultancy Services Certifyving Authority

valid from 12/4/2002 to 12/4/2003
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Click on the Details tab to get the more details on the certificate

Gereral Details |._CertiFiu:atiDn Path I

Show |<.ﬁ.ll:= j

Field | Walue -
'-.fersicun W3

ESeriaI number 01as

Signature algorithrm shalR5h e
EIIssuer AP, admin@tcs-ca,tes,coin, H...
E'-.falid From Wednesday, December 04, 20...
'-.falid ko Thursday, December 04, 2003...

b IM, Andhta Pradesh, Hyderab, .
Fpublic key RSA (1024 Bits) |

_=1IN

= = Andhra Pradesh

L = Hvderabad

DIl = Class 3 Certificate

2l = Advanced Technology Centre
0 = India PKI

0= Tata Consulkancy Services

E = sagar@hydbad.bes.co.in

M = DM, Vidvasagar

EditFroperties: ., | Copy to File, .. |
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The Hierarchy of trust for the certificate can be seen by clicking the Certification Path tab

2]

Generlal.l Details  Certification Path I

~Zetkification path

=] cca India

Yiew Certificate

Certificate status:
This certificate is QK.

In this example, the certificate is issued by TCS-CA, whose certificate is issued by CCA India.
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PKCS #12 FILES

PKCS stands for Public Key Cryptographic Standard. PKCS #12 is the standard for transporting the
private key along with the certificate securely. It has both the private key and the certificate. The private
key is encrypted.

When the Subscriber downloads the certificate into the IE browser, the certificate is stored in the key
store where the private key is generated. To use the credentials in some other machine, the Subscriber
has to export the private key and the certificate from the browser as a PKCS #12 file.

The extension for the PKCS #12 file is either “.p12” or “.pfx”

EXPORTING PKCS #12 FILE FROM THE BROWSER

1. Click on the “Tools -> Internet Options” tab on the IE browser

/ Tata Consultancy Services Certifying Authority - Microsoft Internet Explorer

| Ble Ede Yiew Favorites | ook el

J & Back - = @ o Mailindnlews M= @Hiémry ‘%- SE EI ¥
0 = .. =~ .. — .  aynchronize... - =
|tnks @l E]ss @]5afe Windlows Lipdate Eimatix H»Qddres_sIEhttps:p’,iwww.tts-(a‘t(s.(n.in,iSuhsthr,iindEx‘isp =] @
| ¥ 2| chowrelstedlnks |00 [@ My vohoo! ~ <Ftews -+ FoCAAHaoes ~ WP Yohoo! ~ I Games - [ VehoolMal - il Finence = »
— NetzPhone ]
*fahoo! Messenger & 3
ﬁiTANCV SERVICES G AUTHORITY
TA1 US| o tscurcing O business process management Kecognized by the Controller of Certifying Authorities

Get = Digitsl Certificate
Certificate Marmge mant
fegistration Autharity
Download

FAQ

IT Act 2000

Fee Details

Glos=sary

Policy

About us

Contact us

hiin
-

Tata Consultancy Services is proud to be a Certifying Authority licensed by Controller of Certifying Authorities,
Ministry of Information Technology, Gowvernment of India, This License indicates that the digital certificates issusd
by TCS are trust worthy and legally binding under the Information Technology Act 2000, =

Why do you need a Digital Certificate 2

Information sent on-line can be subjected to malidous attacks that can compromise your identity or integrity of
the data that has been sent All unsecured electronic communication is susceptible to this, While there may not
be much value in spying on routine emails or casual web browsing, sensitive information, particularly financial
transactions, must be protacted.

Encryption using public key cruptography protects your data. Howeuer, even if your data is encrypted, it does not
sssurs your receiver that you are the sender, =1

Enables you to change settings.
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2. Click on the “Content -> Certificates” tab on the dialogue box shown.

2l

General | Securiy - Content | Connections | P-rogra'rrsl] Advaniced |

~Centent Adwvisor
gy Rabings hefp wou control the Internet conkent that can b
& wigwed oo this computer,

Enable... | Sattinss |

- Certificates:

% e certificates ko pusiwaly:darﬂv ya(wsah qartif:du:ln
~authorities, and

-Personalinfarmation e e

Bukotompete stores previous entries S
' and suggesks matches For you, | fuotempies:

Mxmﬁtmmnmmtﬂmm Wi Profile:;
personal information, e

0K I Carel | oy I

3. Choose the certificate to be exported and click on the export tab.

Certificates i 3 i A ﬂﬂ

Intended purpose: | <All> |
Personal ]s::ﬂ-ar Pecple | Intermediate Certfication Authorkies | Trusted Roat Certificatior 4| ¥ |

Tssised Ta | Tesimd By | Expiratic.., | Frendy Nams | &)
= arish Srivastava Safescrypt Class | Co... 4/20/2003  <hone>
= candrin testCServerd FS/2005  <Nores
Ecandmin_sita Tata Consultancy Ser...  10fZ1/2003  =Nonax
Elcaoperater bestServerd FHSE00Z  =Mones
ECROpBratur Tata Consultancy Ser... 10212003 <Mone>
@Gﬁﬂpsraker Sukh Tata CI:II'I.SLI'h!‘rE':." Ser... 1oz l,fZIJIIG =MNorne >

(351 1 =hone =
Eh‘rrschentl teshCServerd 3;‘1ﬁ,rzﬂn4 <Hone= i
Elraadmin testCServerd 7I15/2003  <Nones =
Bemove ddvanced..,
-Cestificate intended purmoses
Secure Emiall
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4. Click Next to the dialogue to continue

Certificate Export Wizard x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks and certificate revocation lisks From a certificate
store bo vour disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour-identity and contains information
used ko protect data or to establish secure nebwork
connections. & certificate store is the system area where
cettificates are kept.

To conkinue;, click Mexkt,

Zancel

5. To export the private key with the certificate, choose the option “Yes” and click “Next”

Certificate Export Wizard x|

Export Private Key
You can choose ko export the private key with the certificate,

Private kevs are password protected, IF wou wank bo export the private key with the
certificate, vou must bvpe a password on a later page,

Do o wank ko export the private key with the certificate?

% ¥ec, export the private keyi

™ Mo, do not expart the private key

< Back l Mext = I Zancel
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6. Select the box indicated to include the CA certificate also with the Subscriber’s certificate and
Click “Next”

Certificate Export Wizard x|

Export File Format
'Cer_t'iﬁcat_e_s.can be exported in a variety of File formats.

Select the Format you want to use:
{5 DER Ercoded binaty s S0 oER
£ Base-fel encoded HiS0a (L CERD
5 EpyptodraphicMessage Synta SEaridard - PRES #7 izerfiticates RYET

[T Include &l cerbficates inthe certification pathiif possible

{* ‘Personal Information Exchange - PKCS #12 (. PFx)
@clgde all certificates in the cerkification path i !:u':ussil:ule
¥ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

[ Delste the private key if the expork is successful

< Back I Mexk = I Zancel

7. Enter the password to protect the PKCS#12 file

Certificate Export Wizard i x|

Password
To maintain security, you must protect the private key by using & password,

Type and confirm a password,
Password:
Confirm password:

< Back I Mext = I Cancel

Confidential -10 -



8. Choose the file name and location to save the file. Give the extension of the file as “.p12” or “.pfx”

9. Click Finish to export the private key and the certificates
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10. A dialogue box will be shown for accessing the private key. Click “OK” to continue

11. A message will be shown indicating the successful completion of the export
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IMPORTING THE PKCS #12 FILE INTO THE BROWSER

1. Double-click on the “.p12” or “.pfx” file.

2. Click “Next” on the dialogue to continue

3. Check the File location and click “Next”
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4. Enter the password, with which the private key is protected in the PKCS #12 file.

Select the option “Mark the private key as exportable”, if you further want to export the private key from
the browser. If it is not selected, then the private key cannot be exported from the browser again.

5. Choose the option to automatically select the certificate store as shown and click ‘Next”

Confidential -14 -



6. Click “Finish” to import the PKCS #12 file

7. Click “OK” to import the private key
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8. A message will be shown indicating the successful import of the private key

**xx*End of Document*****
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